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A Rich Heritage Belden Today

- Founded by Joseph Belden - John Stroup, CEO
in 1902 in Chicago - Headquartered in St. Louis, MO

- Along history of innovation for . 8,500 employees
communications technologies .« NYSE: BDC

- Early customers « Operations in North and South America,
included Thomas Edison Europe, Middle East, Africa and Asia Pacific

- Revenue $2.31B
- 20+ Sales Offices; 25+ Manufacturing Facilities

‘ Delivering highly engineered signal transmission
= solutions for mission-critical applications in a
B diverse set of global markets
| o—=
Radio in the TVinthe  Computer Networking Business Platforms Applications Vertical Markets

1920s 1950s in the 1980s and 1990s

1 Industrial

Joseph Belden Thomas Edison
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A Purposeful Transformation from a Cable Supplier to a
Global Signal Transmission Solutions Provider

2005 2006 2007 2009 2010
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The Transformation to a Connected World

Machine
Builders
. Global advancement and _
.. . .. . Industrial Security
efficiency is driving devices and Automation

machines to become more
intelligent and connected

Live Streaming

- A massive growth in data, audio, Video

and video must be captured and
transmitted securely and in real-
time

. Belden’s innovative solutions meet 2 Energy

current and future network
infrastructure demands in mature
and emerging markets

Enterprise

Belden iIs at the center of this transformation,
delivering innovative signal transmission solutions

BELDEN
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Belden: Leading the Way in an Interconnected World

Customers Rely on Belden for...

Innovation

Continuous advancement of signal
transmission solutions for a wide-range of
enterprise, industrial and broadcast
applications

Certainty

Unmatched product and manufacturing
excellence for mission-critical
applications

Trust

A global partner providing the network
expertise and support that helps enable
our customers' success
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Expertise in Network Engineering, Design, Deployment
and Implementation

Application Specialists

BELDEN  ® HRSCHMANN  [B lumberg:uons: (OPOLIRON < GarrettGom EP oo ey m

A BELDEN BN A BELDEN BRAND

Lead innovator in the Extensive infrastructure Pioneers in the Leader in delivering
delivery of multi- portfolio spanning data development of advanced threat
platform and live event centers, LAN, building Industrial Ethernet protection, security, and
broadcasts, via automation and products and security compliance solutions
computers, tablet physical security standards for networks that secure mission-

devices and smart deployments in mission-critical critical networks

phones, as well as the applications
traditional television set
Be|den° CI N P Belden@ CSV Be]den‘ .
Certified Industrial Network Certified Industrial Network Providsr Certified System Vendor Technology Alliance Program

NERC Alliance Network

Evolving Your Networks “E
A Practical Industrial Ethernet Design Workshop
!_a:”q‘ R >::F:x HMANN
TRAINING CENTER i i

© 2015 Belden Inc. | belden.com | @Belden Inc. 6

SENDING ALL THE RIGHT SIGNALS




Five Business Platforms Delivering

Innovative Connectivity Solutions

Broadcast

* Routers and Interfaces
» Broadcast Connectors

» Broadband
Connectivity

* Multi-Viewers and
Monitoring and Control
Systems

 Playout Systems

BELDEN
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Enterprise
Connectivity

Racks and Enclosures

Copper and Fiber
Connectivity

Ethernet, Fiber Optic
and Coaxial Cabling

Custom Infrastructure
Solutions

BELDEN

Industrial
Connectivity

Connectors

Industrial Cable
« Patch Cords
 Distribution Boxes

» Customized
Connectivity Solutions

BELDEN /) /v

[E lumbergautomatio

A BELDEN BRAND

(R) HIRSCHMANN

A BELDEN 8RAND

(QPOLIRON
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Industrial IT

+ FEthernet Switches
and Routers

 Security Devices

* Network Management
Software

A BELDEN 3R4ND

(B HIRSCHMANN

4 BELDEN BRAND

(@ TOFINO SECURITY

A BELDEN BAAND

Network
Security

Vulnerability
Assessment

Security Configuration
Management

Log Intelligence

Analytics and
Reporting
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BT M2 e RE

Policy / Procedure To xxx - Current Belden Offerings
v' Belden & service providers A ’ ’ t ‘ Enterprise XXx — partners
« Government & Standards groups A

Physical Security
Monitoring

v Industrial security-specific wire, cable, cabinet, Camer _| /
connectors Software
v Industrial PoE switches & Industrial Ethernet
cable 353
~ ~'Cameras, keypads,alarmed doors, focks, etcr T e T T T T T T T

Computer .
» Antivirus / whitelist products (with customization)

* Patch management policy & procedures -1
-« - -Control-other entry poinlts-_ﬂiSB:_ﬁot‘rcal media) - - -y memem o P

| el —a=-

Network

v/ Segmentation e |

v" Switch & Router features
Y. -Firewalls-/. Appliances. - . - .- . - U R R I

Automation Device

v" Network and/or firewall security ,m Automation Automation Automation

« Control other entry points Vendor B Device Device Device
(USB, alternate nets)

BELDEN
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BAHETIVMERERS - BUR. g, I&

Policy / Procedure FERC / NERC CIP
v' Belden & service providers A ’ ’ t‘ LR BB b SN
« Government & Standards groups FERC: A eIREHI & b 2
e E NERC CIP:
5hylilo(l:t?sltrial security-specific wire, cable, cabinet LRBTAFER AR KREMBTRS
conneciors ’ ’ ’ ANSI/ISA-99 Tl % il & 4t 2 4 hr it
v Industrial POE switches & Industrial Ethernet _ IEC 62443 LAVIBfEM% M5 7G4
cable “© Music
T canierds, keypads, dlarmed doors, focks; et¢” =
Computer =2 57
e Antivirus / whitelist products (with customization)‘,ﬂ I/f':' ;:[IK
« Patch management policy & procedures " J\ 77 5%
~ = "CONtrol vther entry pommis: ANS=S F'Iz
Network ﬁé%
v/ Segmentation SN R
v' Switch & Router features ' g i ,f Lt )%J
- v* Firewalls 7 Appliances = = - - - S —‘a‘ iﬂz
Automation Device EEY
v" Network and/or firewall security I_‘I /f':' jj\

(USB, alternate nets)

| PLC/DCS
e Control other entry points Vendor B j(/\[[r \||£
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BA TN MEZZERE - wEsssstt

Policy / Procedure
v Belden & service providers A ’ ’ t‘ Iiké& Fll:I{l }D’li EI(J ﬁ‘éé%‘ .

Government & Standards groups

. o, . HUE. T

Physical

v Industrial security-specific wire, cable, cabinet, u j‘ IX_XJ Qj% Q”,_I"“
connectors N o

v" Industrial PoE switches & Industrial Ethernet

cable

~ = Cameras, keypads, alarmed doors, locks;, ete” - SENDING ALL THE
Computer "ﬂ RIGHT SIGNALS!

e Antivirus / whitelist products (with customization)
Patch management policy & procedures

~' = ‘COntrol other entry poin ___ _:__ tical media)
== —s== BEWDEN  (h) HIRSCHMANN
Network ] I? R* | 4 BELDEN BFRAND
v' Segmentation SRR @ lumb
v' Switch & Router features m i umberg POLIRON
~ VS Firewals 7 Appliances =~ — ™ o mTEE R ABELDEN BRAND o cemewman
Automation Device MOHAWK @ AlphaWire
v" Network and/or firewa_ll security ,_PLC/DCS Cobing Excelnce for Open Archiscrs
» Control other entry points Vendor B

(USB, alternate nets)
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ATV MERERS - RFH. BRIERG. DRE

Policy / Procedure .
v Belden & service providers A ’ ’ t‘ @ﬂ%

» Government & Standards groups

I e g, BERG

Physical

v Industrial security-specific wire, cable, cabinet, j: f.EIJ E&K

connectors
v"Industrial PoE switches & Industrial Ethernet i&;ﬂ%ﬁ
cable

\
T ‘caniéeras, keypads,dlarmed doors, focks, eTe.” ™ ™ = %l\ T

Compqtfar o ) L : ‘Tl‘ FEIJ/\\\

» Antivirus / whitelist products (with customization) ]
. Patch management policy & procedures - U S B

Network

v/ Segmentation 0 j

v Switch & Router features m e 1"’_;
~V° Firewalis 7 'Kpﬁliance§ ''''' T mr e

Automation Device
v" Network and/or firewall security lipn_cmcs
» Control other entry points Vendor B

(USB, alternate nets)
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BIATWNEZERS - UL BT

Policy / Procedure
v' Belden & service providers A ’ ’ t‘
» Government & Standards groups

prec i) S any

Physical

v'Industrial security-specific wire, cable, cabinet, I%ﬁé@ﬁ?ﬁ%*ﬂ

connectors A
v" Industrial POE switches & Industrial Ethernet ] Ij_[{ @ij{f@'j‘

e o, Ll

cable i
W' T Camérds, keypads,dlarmed doors, focks] ete” " T e

Computer
* Antivirus / whitelist products (with customization) ‘,ﬂ
]

« Patch management policy & procedures @ HIRSCHMANN !
~' = ‘COntrol other entry poin __ ___,__._ tical media) £ BELDEN HRAND

i *m.'=/;uu-
Network EmEE ([ 7 : @ TOFINO SECURITY
v Segmentation S11EE o F—Eﬂﬂlcﬂm BELDEN 0
v' Switch & Router features o' L

~v° Firewalis 7 Kppliances: """ ch T T T
Automation Device
v" Network and/or firewall security lipn_cmcs
» Control other entry points Vendor B

(USB, alternate nets)
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BT M ZERS
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Cyber Security

Hirschmann™ A & il S48 5 FH R G

Hirschmann™ TV ¥R55

TWLANH AR K405 it :
A BT K Z AR T &
> ) -

Hirschmann™ B4k, I
ZUKRMAGHIG MR, sapen oo
W EHEY 5 =

High Availability Technology : dog Embedded Ethernet

Hirschmann™ T L W & a]
ﬁﬁj‘%%%% Hirschmann™ {gi & fifr Szt
MRP, HIPER-Rlng, RSTP uﬁm&*ﬁ%%ﬁk%” E
AL RO T fE
Profinet IO y B
EtherNet/IP
EtherCat
SERCOS llI
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R B AT TR e

RSP

Hirschmann™ BAT Cperdting System

HILCOS ) l Hivie

MSP (MICE switch Power)

L
=
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BAETIWNERZERG - ZH RGELE-TOFINO

Policy / Procedure

v' Belden & service providers A ’ ’ t‘

» Government & Standards groups

Physical
v Industrial security-specific wire, cable, cabinet,
connectors “”““ ’ . ‘I
v'Industrial PoE switches & Industrial Ethernet PN g @ m I
cable i J—
~ ~Camieras, keypads, dlarmed doors, focks; ete” " " @D m :
-

Computer Tofino Security Appliance
e Antivirus / whitelist products (with customization) ‘,ﬂ

» Patch management policy & procedures "
=~ "‘Control Other entry poimits; -

- — -
Network - @ tﬂE'SHCH:MANN m
v/ Segmentation - I
v" Switch & Router features r‘]j i
~v° Firewals 7 Appliances ~ - @ TOFINO SECURITY

A4 BELDEM RRARD

Automation Device
v" Network and/or firewall security lipn_cmcs
» Control other entry points Vendor B

(USB, alternate nets)

BELDEN
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-~ B RA R AT IFK

lmwm% WX] 2% 22 4 il e B P 1B R 4% ] FE A
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o EEAEFSMFE
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© 2011 Security Incidents Organization
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演示者
演示文稿备注
If we want to address cyber security in control networks, we need to understand the nature and the scope of the problem.

Some people equate cyber security with hackers and terrorists, but when we analyze the incidents that we know about we find that intentional attacks make up only about 20% of the total number of incidents.

[click]
Of these intentional attacks, about ½ are initiated by outside sources. This is the classic ‘hacker’ or ‘terrorist’ scenario.
[click]
The others are initiated by internal sources, for example a ‘disgruntled employee’.

[click]
The vast majority of incidents are accidental in nature. Of these, 14% were the result of human error.

[click]
38% are caused by malware - viruses that just happened to find a vulnerable PC inside the plant network.

[click]
What may be surprising to many people is that almost half of the unintentional cyber security incidents are caused by a device or software failure inside the network.

[Click]
So the main lesson we learn from these numbers is that Cyber Security is all about making the plant more reliable and reducing plant down time. It’s NOT about hackers or terrorists – they only account for about 10% of the known incidents. Plant uptime and reliability should be the focus of our message to customers when we discuss cyber security.


BAT I MK ZE RS
- TR R4t %4 TOFINOXE

(D TOFINO SECURITY
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BA TN NMEZE RS
--- TIViEH| RS % 4-TOFINO ™Xe

4 72 TofinoXe?
RN BB T N 48 22 4 R4
Predefined templates for:
- >50 ZFh Tl fE bl
- > 25 D RY| T E I &%
Seft IR BT
- 48 X IR & IR 2 4
- FERC/NERC CIP
« DRI IE R R R
o« bR AR A BRI R
. ANSIISA-99 TV RS Ak
- IEC 62443  TOVIEEM% M5 KRG %4

-
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演示者
演示文稿备注
Defence in Depth is a technique where you divide a single network into smaller zones. Each zone is protected from the other zones by a firewall. A zone could be a cluster of devices, or even a single controller. 

A security breach (for example a hacker or virus) can only cause a problem within one zone. The other zones are protected.

Defence in Depth is recommended in the ANSI/ISA-99 standard. ISA = International Society of Automation (non-profit standards body).

ISA-99 – „Security for Industrial Automation and Control Systems: Establishing an Industrial Automation and Control Systems Security Program.” 


BAETIMEZE RS

--- TIk#E#| RG % 4-TOFINO ™Xe

TofinoXe
HA4 5055, LIP
Enforcer LSM :
> brRiERT KRR
> OPC Classic Enforcer
> Modbus TCP Enforcer
> Ethernet/IP Enforcer
> Profinet. DNP3. IEC61850 --- ---
AR TV, H E SR
EZLLL S
i AR 2
AR 2
AT
USB/M 4 155X
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演示者
演示文稿备注
Defence in Depth is a technique where you divide a single network into smaller zones. Each zone is protected from the other zones by a firewall. A zone could be a cluster of devices, or even a single controller. 

A security breach (for example a hacker or virus) can only cause a problem within one zone. The other zones are protected.

Defence in Depth is recommended in the ANSI/ISA-99 standard. ISA = International Society of Automation (non-profit standards body).

ISA-99 – „Security for Industrial Automation and Control Systems: Establishing an Industrial Automation and Control Systems Security Program.” 


BTV ZERS

-—- TV R Gt % 4-TOFINO ™Xe

Tk Bl e
S S T - -40°Cto +70°C
B i ]z K DM AT ML bR

- — Energy sector: IEC 61850-3, IEEE 1613

« —Hazardous areas: ATEX, ISA-12.12.01
Class 1 Div. 2

- —Transport sector: EN 50121-4
« — Shipping: Germanischer Lloyd
DU HeA

FHEDS A PR P 28 2%

Tziﬁi’-; = Hirschmann™, GarrettCom™
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演示者
演示文稿备注
Defence in Depth is a technique where you divide a single network into smaller zones. Each zone is protected from the other zones by a firewall. A zone could be a cluster of devices, or even a single controller. 

A security breach (for example a hacker or virus) can only cause a problem within one zone. The other zones are protected.

Defence in Depth is recommended in the ANSI/ISA-99 standard. ISA = International Society of Automation (non-profit standards body).

ISA-99 – „Security for Industrial Automation and Control Systems: Establishing an Industrial Automation and Control Systems Security Program.” 
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- P4 B AT A Tripwire

.|||.ﬁdﬂ Threat
Soetne IMtelligence
&
Vulnerability N
Intelligence -
: Adaptive
' Threat
- "
Endpoint P Protection
Intelligence .

'° Log & Event
=X |[ntelligence
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BTV NEZERS
- P4 B AT A Tripwire

Detecting and Responding to indicators of breach, compromise, and vulnerability

RPRISE INTEGR
TRIPWIRE W "o

ENTERPRISE

TRIPWIRE

*|P360

‘MEEENLNEEEGR"Y ufh TRIPWIRE
§ s @»PURECLOUD

sQega, g § UERT

S TATA MART e

INTELLIGENCE HUB

L0G jNTELLGENT®
TRIFY N

. @ 0G CENTER
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BAR TN MB L RS
- ZEREHNBERTR

GoteMonoger Portal = h e —
Central administration ! !

SiteManoger Embedded ygoor
EXTENDED _%
W IP devicas

LIl Tl )

;

:

SiteMonoger
Connected via Infranet

E- 000"
SateMaonager
Cloud or own server : el ] T
: S8 attached device

e n
m.u.u%

LinkMonoger
Technician or Programmear

SiteMaonoger
Cormnected via 2636

-
*
-
"
=
L
-

IP devices
SiteMonoger Embedded ooon®
Local Ethernet network BASIC - 1 Sgrial attached device
+a++s+e+2eses Direct IP connections (UDP/TCE) -
——————— Virtuael COM connections [R5232, MPI eic) i @
sansaramsnsnn REMOtE Management of Secomea EQguipment
——————— IS8 redirect connections
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H b5
= steps for mainstream industrial security design
= |T and industrial automation professionals
= into existing systems/ or New prject
= practical tips and commentary
HIR:
Find out what you have
Turn ad-hoc into an infrastructure
Do a risk assessment
Get a plan with options
Test options with stakeholder/users

o g A w bdh o

Gain Approval / finalized plan
7. Implement phase 1, schedule phase 2, 3...

BELDEN
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演示者
演示文稿备注
Mic
BRO – box at right


g

(N vt

Receiving Make 1

d
’
|

Control Room I_I :

[ ]
Dock 1

HMI
[

D4

Engineer
WorkStation
Shipping Line 1 _| . . _I I l

s T O
Line 3 1 —{

Dock 2
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BEPBEIRLEFM

» Ad-hoc Networks, multiple technologies?

« Different vendor’'s automation equipment, with
different generations, configurations & security
features?... Most disabled

» Documentation? — Accurate?

* Multiple Unsecured Points of Entry?

» Unsecure Guest Accounts

» Physical security / surveillance working?

» Policies & procedures working?

» Too many stakeholders & varying objectives?

» Direction to you is...“just do security”

- L

ITTRIR L
fHhiit

Production

Ll
4

Engineering

LR

Maintenance

tA
{H

Machine Builders
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T b ) X 88 XL T A

- A Security Risk Assessment answers some key questions:
- What are my key risks and vulnerabilities?

- Where do | install my security solutions, and what types do | need?

A security risk assessment enables you to move

orward with a cyber security solution.
i
1.) Anti-virus on all Win SCADA boxes
pro
Introduce malware Yes Virus on business Zfl\utsst;?afnfthe 1.) Anti-virus on all Win SCADA boxes
network 2.) Whitelisting on Win SCADA boxes
process
Business to
A PCN Firewall | Tamper Yes Gain access through :\::tl;eol;vr:ot:i
(Modify/Delete data) firewall
process
Tamper Gain access through Attacker modif 1.) Strengthen firewall rules
: Yes ) shutsdown th
(Modify/Delete data) firewall
process
No communications
Denial-of-service Yes Storm the firewall between Business
and PCN

BELDEN
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WX 2% T] SEPEAEOSI A2 rp B4R BE-MES i

Where network failures occur...

How Belden mitigates this...

Deep Packe
Inspection

—> Application
Routers & —> Presentation
Firewalls

—————> Session

> Transport

N

> Network

Switches

> Data Link

~

> Physical
J Source: Datacom, Network Management Special

Cable
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OpenBAT - open platform 523y TAIWIFIY

BAT-R/-F ) e

Security: VPN,
Firewall, IP-
Router, 802.1

[NIETT]
Software

IP65/67
Nema 4x

Redundant
Power Supplies

Certifications:
Train; Atex;
Ship; Mines;
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OpenBAT Configurator
TLLIEFEILE RS

irscl 0 P i Individuali Eei allen nfigur uns "
Das Hi Wireless Prog fur maximale e e e

der Hirschmann Automnation and Control GmbH.

BATE| EU W | | B C C K o7 29 T A A F H H XXXXXXXX Se I e Ct th e re q u i re d

BATF EU W W 9 A
Baulorm  Linder. Siot1 Slt2 Slot3 Gllert Monfge Zuks Zuls- Spammungs- Sparrungs Pods Gombo Porf Fast  Temp- Freguenz SU) S Kowfgur Aus-  Sobware Version

Zulassung P sung1 sung2 bereich1 bereich2 GiahitEh. Etemel hereich hereich Opti Opt2 afon fihnng f t
Sauforn IP6T WLAN Access Point (Field Varian - | Temperalurbereich -30°C > +70°C | ea u reS
Lénder Zulassungen Europa (CE) Frequenzhereich 2,4GHz und 5GHz |
Slot 1 WLAN-Modul SV Option T WPH-S d

Slot 2 WLAH-Modul
Siot 3 nieht bestickt

SN Option 2 Profinet

j - Hirschmann builds
Software Version Neueste Version d -
() HIRSCHMANN the devices on
A BELDEN BRAND 0 rd e r

Ihr BAT Order Code =>> BAT-FEUWWSAIBCCKO7T99TAAFHHXX XX XXXX
Hirschmann Bestellnummer >>> 943.953-999

o

Cliertt / Access Poirt Access Point
Mortzge  ohne Schlagschutz

Zulassungen 1 ATEX Zone 2
Zulassungen 2 Substation (EN61850)

Spannungzhersich 113 - 60 VDG
Spannunosbereich 2 48 - 320 VDC /90 - 265 VAC

Ports Combn Gigabt - Combo Port
Ports Fast Fthemet nicht bestiickt

ollo ol ol o] ia o Jfic]

! |E

. Internet interface
and stand alone
tool available

I|||)||lComigJ!|CI|eck Conﬁg!l Reset Config ! | & DeutschjGerman (" EndlischiEnaiish ? | R
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Specialized Design Improve Industrial Capability
MR O B TR Ig3E B RE 7 vt

1. Clear space

OpenBAT ~F-& T HFIAPAIZE Fim E A3/ Clear space LJEEFIESDL)REE
PIRER, REAMBIERAE 2. AGHISGHT 58 H A — B 58 BRI L JEEAE,
LBRTPRI IS AR, M2 2 /s 1 e s S5 2 RN R by 72 A2
PEEREN; GF: XRBAIZOER, EHRIFRNTXEEN 5L
WL ThEE, WSS /D

\

05000001014

[I1]

8375990

Ml
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Specialized Design Improve Industrial Capability
ME T ORI, @R TS E N AT

2. ESD

ESD M1 8 mli2ElectroStatic Discharge e HAHEKIEE, BA BRI
fe, ESDERIMTIREtH 2 H ATSE BB B4 1 Be

, HEWERZ 25KV U, I BASE
AR AR, AN 2SR (RO SRR R L IR e = G —Er=ra)

FRUIEZ 4, OpenBAT & K UAPAI S i BAT R TIRE, /DT 10W, B2 (iR -
—40°C-70°C, RHMREEWAIA SR N REAIERES, HUIRDURSIEIAEL;

=
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Hirschmann Clear Space® technology ZF[H] “1#4L” HiA

How shall Wireless LAN compete against
all other radio technologies?

—>By eliminating them

Clear Space® keeps out all external
radio frequencies.

BELDEN
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OpenBAT with Clear Space®

Clear
Space®

Hirschmann Clear Space ® eliminates all signals that are not
needed for WLAN. Here measured on the Hamburg harbour.

Before
After

“ REWY 1 MHz * REW 1 MKz
o R L Wit 45,56 diim| M1 Beicasturk “AL 0 dB * VEW 1 MHE
. et 'Sho,p g 5 #0 7.114000000 GHy| ME CEMMobittunk (E-Fus) fatt Rat -50.0dBm  SWT 10RE
s B TRINT 3744 i M3 GSMMebifurc (01, 0)
¢ -
- &0 550.000000000 MHe| M LMTS Matitiunk 17k AL R
iy ma[1] 44,83 dBm Max
a0 938,000000000 Mz
Ha[1] -40.93 dEm
80 1.B67000000 GHz Rauschen
WLAN 502 116

Start 109.0 MHz Stop 6.0 GHz Start 109.0 MHz Stop 6.0 GHz

BOOT-Dez-D8 12:00:27,41!

-108.0 dBer 500 dBm

2007-Dez-08 12:19:18,482

Result: The wireless receiver receives “cleared” signal
> less packet loss, higher bandwidth, more stable connections

> functioning connections in “polluted environments” , eg Port (RADAR), offshore,
airport, refinery

_?
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Hirschmann Clear Space®

Clear
Space®
EIRP [W] of radio standards
1000000 - “
Signal
100000 — — .
4 WLAN antennas pick
10000 [ ] ] bad SNR up al I
1000 Noise¥ frequencies - this
100 leads to high noise
" N level at the
‘ reciever
['A ]
o l: WLAN is the weakest radio technology
’ VBT TETRA UHF GEM Arpont | GEM 1800| UMTS WLAN Flght WiMAX WLAN Boat ‘
Tobewisaon RADAR 24GHz RADAR AGHZ RADAR
niv4 038 047 0s 124 17 22 245 27 35 55 4

EIRF [W] of radio standards
Hirschmann Clear Space® el iminates all
signals not usable by WLAN

1000000

100000 { =y -

A
LoRi A// Signakr
10 \
N

10 - good SNR = less packet loss
1 ~ “\.~ N Noi se LY.
i > >

¥ \l & & II :: »
om

OVBT | TETRA | UHF | GSWM | Aspon |GSM1800| UMTS | WLAN | Fight | widsx | WLAN | Boat

Television RADAR 2AGHr | RADAR SGHz RADAR
0174 [%] 047 0g 124 17 22 245 27 35 55 ]
GHz
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Clear Space ® Wireless Technology

Clear Space® : Other radio technologlles no
longer interfere with the Wireless LA

network - much better connectivity and
coverage are achieved.

BELDEN
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Frequency Analysis Technology

PRVE 7 TR

- Frequency Analysis: detects the channel occupation

5pectral Scan (R) HIRSCHMANN
0.0.12.40 - WLAN-1 - 2.4 GHz BELDEN
Current Maximum _ Average History 10:  Lastchannel Frequency

Ilu

1] |

—
L

! 20
Ew

||1\|||||h g
10 g L |F E
Eﬁu

<
80,
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Band Steering Technology

Y O vinkE Sy N

. Ban% teerlgq detects het er or not the wireless client i |? dual-band
L r?et%\?orkf itis, |tw push the client to connect to the less congested

5.8GH/Z
2.46& =
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OKC Technology
R 12 Y I OKCHL AR

« OKC: Opportunistic Key Caching

B

"‘!.- ﬁdn’n E gghmmnh

Enterprise WLAN ?’

_\mw.&

/ ._
R H R H

R Router AC Access Controller AP Accass Poim
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WDS Technology
ZAKITE-W S5 YN

- WDS: Wireless Distribution System

% oo oI (DHCP: 10.1.2.3)
. WDS-2
| ! (10.1.1.2)

& # f \
WDS-1 * ! (DHCP: 10.1.2.2)
(10.1.1.1) —

DSL/Cable

SSID: PicoSpot
Network: 10.1.0.0/16
DHCP: 10.1.2.0/24
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PRP Technology
HATIUREK

Zero fallcp/er — duplicated (" coms recovery )

" és;, i

Non PRP Non PRP
devices devices

Standard LAN

| | IEC62439 PRP Network |

-

I Standard LAN |

-
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BAT-Planner
Tk TREA B

ol Create Project Wizard E@g

e sl

1 " 2 3 [ P :I
/ & 1 2 L_ = } ji
T PTG j o (R) HIRSCHMANN
Country Available Frequencies mnri.!ﬂﬂ- 3 rorm
- 58Gu-BRWA < = N
=y Hascimoen 4T Wrvbens Fasmer Baport
e () HIRSCHMANN
@ Indoor () OutDoor i E
! .
| Hirschmann BAT Wireless Planner
T Report
Outdoor Bridge link plannipg
~ T P ety ool = = =% Project:  DemoPlan
Lami Crarge = Fromat DRI AT AT
Dewsinrrg 12083300 183838
[Nl Ve —
o by
dadrex Durvi Mangobd.
i T ettt
| Fabhan e 4
| s |OIC aeininnziis | T T araed
Fom o Cowewr W bmmsmam
T Gt - HI B - ""'I:‘“-..‘:ST-‘Z‘ =
P o T A st TGt
[ o sy
Seree Rsjumeen Vocsove I [11 Mk, -XeBm) = I'b:l:lml_
Wiy BEEET 2 = . Pord & Pt Cermcim
Cowvica 1 Carvics 2
Bootoowrs Parate aawalaasas
Cobmlogh  * 40 v Caalagh « i | .
ke e | Confiure the
P . I | OpenBAT
Acrmen Pard BATHORS - ezaan Pt EATXORS = | | ’
e BT O (3R v m : h;“'lhl'nﬁ = | Generate a
o Tt | - S . J

report and list
of required
material

Align with application requirements |ndoor Infrastructure planning
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BAT-Ant Wireless LAN Antennae
KRR ARG

Cabling Sample

Antennas {M} _ Antennas (THC})
r .,.f I I I I
Ceble CLETH I Cable CLE-T-THC {E‘:HOLNG Fil_t‘-sfﬂ.ﬁ
v All antennae are equipped with — ey :mm'
cables and pigtails i :

Surge Arrestor

| Surge Arestor

e -

1m NN cable T | Csbl CLETN
v Customer gets all he needs out- pevesn e e .
of-the-box. = -, .
F‘igtnll Pigtail

BATE4-F

—
|I BEATE4-F

BATS4-Rail

www.hirschmann.com
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OPENBAT-Famliy Perficet Wireless Products
PR W & AR

v Light industrial AP
BAT-Planner &)

The Hirschmann™ Wireless Planning Suite

v 3G . 4G module

/ 802.11ac HILCOS i)

The Hirschmann™ BAT Operating System

v New Controller

v Location software
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BAT450 Concept: WLAN/Ethernet/PAN Gateway

= Single or dual IEEE 802.11n Hirschmann industrial
wireless radio (450Mbps link speed)

= Ruggedized IP67 outdoor enclosure

= Transportation: EN50155 certified

= GE M12 X-coded Network connection with PoE
= DC power supply

BAT450
(BAT-300F form factor)

= Compact form factor (easy to install)

= One slot for modules
- 2" \WLAN module
- Additional fiber port

= Under discussion:
- WAN connectivity via LTE
- Integrated fiber port, two or more Fiber ports/TP ports

OpenBAT-F

8 ports?

=> additional options see next slide
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BAT450-F (One Design = many use cases)

‘ Future Option Future Option Future Option Future Option

Mobile Worker
or Backhaul

Local Sensor Other possibilities

WAN Bridging

Gateway (PAN / WAN)

e ISA100.11a _
Wifi2Wifi WIFI2ZWAN WIFI2LAN WIFI2Wireless
Or WHART
S S S A
As high-quality Gateway and With VPN & + Fiber + ZigBee
backhaul link, bridge WAN options + Bluetooth 4.0

2.4 GHz and 5
GHz, redundant

BAT- BAT-
450G BAT-450G BAT-450

LE

BAT-450G
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Industrial Cellular Router — Three different product lines

» Standard Line » Premium Line » Train Line

© () HIRsCHMANN

OO0

]
B . o
@ & @
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Different product lines — Hardware & Approvals

Standard Line

Availability (not confirmed!) June 2015 August 2015 Q4 2015
- s
. O m [
Main cellular Standard UMTS LTE LTE
Power Supply 12/24 VDC* 12/24/48 VDC* 24/36 VDC**
Power consumption 2.3-5.5W 2.5-11W 2.5-11W
LAN Interface - FE 2 ports/RJ45 2 ports/RJ45 2 ports/M12 (D-coded)
Extension port — Serial Interface 1 port RS232 1 port RS232
I/O Interface - X -
Integrated GPS - X X
USB interface for configuration - X -
Extended temperature range (-40°C to +70°C) X X
IP rating IP20 IP30 IP40
Din-Rail mount / wall mount X/ - X/ - XX
Weight (approx.) 2809 4009 4509

Special approval (Railway EN 50155, EN
50121-4, EN 45545)

* 12V to be confirmed, **including traing tolerances, 12/24/48V for other applications
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Different product lines - Cellular

Standard Line

Cellular Standards

GSM/GPRS/EDGE
UMTS/HSPA
LTE

Transfer rate (max)

SIM Interface

Switch SIM on disconnect

Switch SIM on roaming

Switch SIM on I/O input

Switch SIM on remaining data volume
Antenna Configuration
Antenna Connectors

BELDEN
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Py

T

3 &

Dual-band:
900/1800MHz

Dual-band:
900/2100MHz

14,4 Mbps down
5,76 Mbps up

2 SIMs
X
X
X
Main + Rx Div
SMA

Triple-band:
900/1800/1900MHz

Dual-band:
900/2100MHz

5-band:
800/900/1800/2100/2600MHz

100 Mbps down
50 Mbps up

2 SIMs
X
X
X
X
Main + Rx Div
SMA
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Triple-band:
900/1800/1900MHz

Dual-band:
900/2100MHz

5-band:
800/900/1800/2100/2600MHz

100 Mbps down
50 Mbps up

2 SIMs
X
X
X
Main + Rx Div
SMA




Different product lines — Software & Protocols

VPN Tunneling

Security
Diagnostic & Configuration
Redundancy

Configuration Management

BELDEN

SENDING ALL THE RIGHT SIGNALS

Premium Line Train Line

Wl

I

i
@,! &

OpenVPN (Client/Server), IPsec VPN (Client/Server), L2TP
(Client/Server), PPTP (Client/Server), GRE

HTTPs, Firewall (SPI), NAT, X.509

SNMP, DHCP (Client/Server) network status, syslog, DynDNS,
NTP (Client), HiDiscovery

VRRP, ping monitoring with route failover

Upload/download configuration, change configuration based on SMS
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Industrial Cellular Router - Applications

» Transportation: Communication based Train control, Remote diagnostic, Wi-Fi for passengers
= Machine Building: Secure Remote Access

» Renewables: Remote Monitoring for Distributed Generation

= Mass Transit: Traffic Lights Control, Information Panels, Emergency Phones

» Intelligent Transport Systems: Toll collect, Info Displays, Emergency Phones

= Qutdoor Advertising: JC Decaux, ClearChannel, Amscreen.

= Water and Waste Management: Telecontrol of Pumping Water Stations, intelligent Trash bins...
= Municipalities: Street Lighting, Street CCTV, Weather Stations

= M2M and IoT: Machine to Machine and Internet of Things

Buzs Management System :///‘/ .
-
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